
Reducing the 
Chances of a Trade 
Secrets Lawsuit: 
How to Advise Your 
Business Clients 
By Mark Punzalan 

I magine you are a business attorney representing a 
company that seeks your legal advice in the 

following scenarios . 

Scenario A : Your client wants to hire certain 
employees of a competing business. The client 
merely wants to hire talented individuals in the 
same industry, and has no intention of learning 
or using the competitor's proprietary and 
confidential information. However, your client 
wants to prepare itself in case the competitor 
accuses your client of any wrongdoing. How 
do you advise your client? 

Scenario B: After hiring those employees, your 
client receives a threatening cease and desist 
letter from the competing business. The letter 
alleges that in hiring the competitor's 
employees, your client has engaged in the 
misappropriation of the competitor's trade 
secrets. Your client asks for your advice on how 
to proceed. 

In both scenarios, the attorney needs an 
understanding of trade secrets laws to advise the 
business client appropriately. While trade secrets 
issues often surround technology-related companies, 
businesses in any industry can get embroiled in a 
trade secret dispute . Indeed, nearly every business 
has some valuable information that it wishes to keep 
secret from the public-such as client lists or 
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marketing plans-and these pieces of information 
may be subject to trade secret protection. 

However, many companies fail to consider trade 
secrets issues until they receive the cease and desist 
letter described above in Scenario B. Businesspeople 
from sole proprietors to C-suite-level executives1 

often have little understanding as to what makes a 
piece of information a trade secret, how to protect 
trade secrets, or how to prevent, or protect against, 
claims of trade secret misappropriation. 

In today's competitive business world, compames 
often receive letters from competing businesses 
threatening a trade secret lawsuit when perhaps no 
misappropriation has actually occurred. The letter 
may be nothing more than an attempt to prevent the 
poaching of employees and to inhibit competition in 
that particular industry. California has a strong 
public policy of encouraging employee mobility 
among the workforce. 2 For this reason, agreements 
not to compete are generally void subject certain 
exceptions. 3 Moreover, California has a strong public 
policy in favor of open competition.4 Meritless trade 
secret accusations can undermine both competition 
and employee mobility in the workforce. 

Over the years, trade secrets lawsuits have become 
increasingly complex, costly, and time-consuming. 
These cases also often include an emotional component 
not seen in many other types of business disputes because 
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feelings of betrayal and anger often cloud the merits of 
the actual dispute. Although a trade secrets 
misappropriations lawsuit can never be fully prevented, 
companies that proactively implement appropriate 
policies and procedures can reduce the chances of facing 
a long and costly trade secrets misappropriation lawsuit. 

WHAT ARE TRADE SECRETS? 
Generally, a trade secret refers to a "formula, pattern, 
compilation, program, device, method, technique, 
or process" or other information that: 

• Is not generally known within the particular 
industry or the public; 

• Is economically valuable because it is not 
disclosed to the public; and 

• Is subject to reasonable efforts to maintain 
its secrecy such that its existence or content 
is not revealed. 5 

Trade secrets case law provides many examples of the 
types of information can be considered trade secrets, and 
the list is always evolving. Most trade secrets disputes 
have focused on the types of trade secrets associated with 
manufacturing and technology companies, such as 
manufacturing methods6 and software source code. 7 

One of the most famous trade secret examples is The 
Coca-Cola Company's formula for its eponymous soda, 
a formula that the company has protected for decades 
and has led to billions of dollars in revenue. 8 

Non-technology -companies also usually have some 
form of information deemed to constitute trade secrets. 
For instance, courts have found that customer and 
supplier lists9 and financial and marketing plans10 may 
be protectable as trade secrets. If a company has 
expended time and effort to identify customers with 
particular needs or characteristics, courts have held that 
such customer information can be protectable as a trade 
secret.11 Generally, the more difficult it is to obtain the 
information and the more time and resources the 
employer has expended to gather the information, the 
more likely a court is to deem the customer information 
a trade secret. 12 Courts, however, are reluctant to 
protect customer lists if the information is "readily 
ascertainable" through public sources.13 
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However, trade secret law does not always provide easy 
answers, and courts generally review each piece of 
information on a case-by-case basis. Conceivably, any 
piece of business data that provides economic value by 
being kept secret could be protectable under trade secret 
laws. A recent case even suggests that a person's Linkedin 
contacts (ifkept private) could also be considered a trade 
secret. 14 Unlike other types oflntellectual Property such 
as patents, copyrights, and trademarks, there is no formal 
registration process for trade secrets, and this lack of 
clarity may increase the potential for disputes. 

WHAT CONSTITUTES MISAPPROPRIATION OF 
TRADE SECRETS? 
The theft or other m1suse of trade secrets is 
commonly referred to as misappropriation. More 
specifically, misappropriation generally refers to the 
acquisition of another person or entity's trade secrets 
by someone who knows or has reason to know that 
the trade secret was acquired improperly. 15 The most 
common type of misappropriation occurs where a 
person copies or removes trade secret information 
from a company without authorization.l6 

A plaintiff in a trade secret misappropriation may be 
entitled to significant remedies, including an injunction, 17 

compensatory damages, 18 and exemplary damages.19 A 
plaintiff may recover its attorney's fees for "willful and 
malicious misappropriation."20 If a plaintiff brings a bad 
faith claim of misappropriation, however, a court may 
award attorney's fees to the prevailing party. 21 

PROTECTING AGAINST TRADE SECRET MIS-
APPROPRIATION CLAIMS 
Business attorneys should advise their clients to 
remain cognizant of trade secrets issues at all times . 
But businesses that hire employees from direct 
competitors or within the same industry, as described 
above in Scenario A, should pay particular attention 
to trade secrets issues. In order to protect against a 
potential trade secret lawsuit, business attorneys 
should take the time to educate their clients about 
trade secret issues, particularly when the company 
hires employees from competing businesses. 

A company should implement policies and procedures 
to limit disclosure of trade secrets both in the hiring 
process and while the new employee performs her 



, 

duties for the company. By creating and maintaining 
these policies, a company can reduce the chances of 
misappropriation and reduce the chances of facing a 
long, costly trade secret lawsuit. Although many 
established companies do not have any policies to 
maintain trade secret protection, it is never too late to 
review a company's trade secret policies, particularly if 
the company will continue hiring employees. 

-Identification of Trade Secrets 

Many business owners do not have a detailed 
understanding of trade secrets issues. A company 
should clearly identify and document information it 
believes constitutes its own trade secrets. This process 
should also include documenting the reasons the 
information constitutes a trade secret and the dates the 
trade secret came into existence. The company should 
also take the time to label any documents that contain 
this trade secret information with "CONFIDENTIAL'' 
or "PROPRIETARY." If a competitor later alleges that 
its trade secrets were misappropriated, the company has 
a written record may help show that the information 
was in the new employer's possession before the new 
employee was hired. 

-Hiring New Employees 

When interviewing potential new employees who work 
or worked for a competitor, the company should ask 
candidates if they are subject to any restrictive agreements 
affecting their employment, such as Confidentiality 
Agreements or Non-Compete Agreements (the latter of 
which are generally \).nenforceable in California absent 
certain exceptions22 ). The company should document 
the prospective employee's responses. 23 If litigation 
subsequently ensues, the record of such responses may 
help to rebut a claim that the company "should have 
known" about any misappropriation. 24 

In interviewing the candidates, however, the company 
should be careful not to ask questions that may elicit the 
disclosure of items that the competing employer may 
treat as confidential. The company should avoid asking 
about proprietary information, and instead, should craft 
its questions to solicit only information about the 
candidate's responsibilities and accomplishments at the 
former employer, and not the competing employer's 
trade secrets. Again, a clear record of the questions asked 
and the responses given may help in the event of a future 
misappropriation lawsuit. 

-Written Agreements with New Employees 

When hiring a new employee, the company should 
obtain certain written acknowledgments from the 
employee. These written acknowledgments can help 
prevent misappropriation and show the company's 
attempts to discourage the misappropriation oftrade 
secrets. If the company subsequently faces a trade 
secrets lawsuit, the existence of these policies can help 
defend against meritless claims of misappropriation 
and/or requests for attorney's fees. 

As soon as the company hires the employee, the 
company should instruct, and have the employee 
acknowledge in writing, that she should not bring or 
otherwise disclose or use any property or confidential 
information from former employers or vendors . 
Additionally, the company should consider having 
new employees acknowledge in writing that no 
information of the former employer that is not already 
publicly available will be used in the new position. 
Again, while ensuring that the employee knows that 
she must ensure not to misappropriate her former 
employer's trade secrets, she must not misappropriate 
your client's trade secrets. The company should also 
make clear that among other remedies, the company 
may terminate the employee for using a former 
employer's confidential or proprietary information. 

Companies should also consider requiring new 
employees to search their home computers, hard drives, 
and cloud storage servers for any information from their 
former employers. The company should ask employees 
to acknowledge in writing that they have performed 
such a search and have not found, or have deleted and 
will not use, any confidential information from the 
former employer. Because trade secrets laws may impose 
liability if the company "should have known" of a 
misappropriation, these policies can help show that the 
company had no knowledge, and no reason to have any 
knowledge, of trade secret misappropriation. 

-Training Employees 

Businesses should instruct their employees-both 
existing and new-about trade secret issues so that the 
employees understand what constitutes trade secret 
misappropriation, and that employees should not 
disclose or use the trade secrets of her former employers. 
Further, employees should be instructed not to use or 
disclose the trade secrets of the company-during and 
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after her employment. These steps could help limit the 
risk that an employee will use a former employer's trade 
secrets and could limit misappropriation of the 
company's own trade secrets if the employee later leaves 
for a different competitor. 

-Monitoring Employees 

In addition to the new employee's written 
acknowledgments, companies should also continually 
monitor employees to ensure that no misappropriation 
occurs during the employment. The company should 
consider implementing a policy that prohibits the saving 
and storage of any company documents on employee-
owned computers and devices, and should prohibit the 
use of the employee's personal email accounts for any 
work-related communications. The company may even 
wish to preclude bringing employee-owned devices to 
work. Moreover, the company should consider 
providing access to files to employees on a "need to 
know" basis. Any files that may include trade secret 
information should only be shared only with the 
employees who need access to such information to 
perform their duties. Companies may also want to 
consider having an IT specialist monitor the employees' 
computers or devices to ensure that no information has 
been uploaded from external hard drives or cloud 
servers that do not belong to the company. 

Moreover, especially if an employee deals with data 
similar to the data she handled with her former 
employer, the company should create written records of 
the employee's development and research. Ultimately, if 
the company is sued for trade secrets misappropriation 
and it possesses information substantially similar to the 
former employer's trade secrets, the company will have 
to address whether that particular piece of information 
was in the public domain or developed independently, 
because discovery of information by independent 
research and "reverse engineering" are not afforded 
protection as trade secrets.25 Having clear, written 
records as to the employee's research and development 
can help weaken allegations that the information was 
misappropriated from the former employer. 

-Review and Revise Trade Secrets Policies 

Implementing trade secrets policies is a good start. 
However, it is not enough to simply create them and 
never review them again. As businesses evolve, the 
company's trade secrets also evolve. As such, 
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companies should revise their trade secrets policies. 
on an annual basis. 

RESPONDING TO THE CEASE AND DESIST 
LETTER 
Even if your client implements these practices, your 
client may still receive the threatening cease and desist 
letter discussed above in Scenario B. In the cutthroat 
world of business, it is not uncommon for businesses 
to send letters alleging trade secret misappropriation 
to intimidate and prevent competitors from poaching 
employees. Many times, the allegations are based on 
little to no evidence of any misappropriation. 

In responding to the letter, a business attorney should 
take the accusations seriously and work with the client to 
determine whether the claims have any merit and to 
conduct an investigation if necessary. As part of this 
investigation, the company or the attorney should 
investigate whether the alleged trade secret information 
is in the public domain. Perhaps a simple Google search 
will show that the information alleged to be a trade 
secret is in the public domain and is not a secret at all. In 
addition to conducting a Google search, the investigation 
should include a review oflnternet archive websites like 
archive.org, which provides archives to web pages that 
may no longer be in existence. Because trade secret 
protection necessitates that the information be kept 
secret, locating public disclosure of the information on a 
Web site may help weaken the trade secret claims.26 

If the misappropriation claims have no merit, the 
response letter should demonstrate that the company has 
undertaken a good faith investigation of the claims and 
has found no evidence of misappropriation. A properly 
worded letter may be all that is necessary to avoid having 
to defend against a lawsuit or a request for an injunction. 
However, if the matter does proceed to litigation, the 
response letter can help show the company's good faith 
in addressing the trade secret misappropriation claims. 

CONCLUSION 
Trade secrets disputes can affect every type of 
company, from large technology companies to small 
businesses. In particular, companies that hire 
employees from competing businesses may have an 
increased risk of facing a trade secret dispute. 
Companies should address these trade secrets issues 



early on by implementing practices to reduce the 
chances of trade secret misappropriation. Moreover, 
implementing these practices may reduce the chance 
of facing a costly trade secret lawsuit down the road . 
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